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Abstract. This paper investigates the physical-layer
secure performance of a multi-power beacon-empowered
wirelessly powered communication system in the
surveillance of an external eavesdropper. Specifically,
a limited-energy source harvests energy from multiple
dedicated power beacons in the first time slot and reuses
it to perform data transmission in the second time slot.
However, its communication with the destination is
wiretapped by a potentially idle untrusted user. Thus,
to evaluate the secure performance of the considered
system, we have derived closed-form expressions for
the secrecy outage probability (SOP) metric in terms
of both exact and asymptotic aspects. Through these
formulas, we then provide a series of numerical dis-
cussions on how to configure the number setting of the
power beacon, the energy harvesting parameters as well
as scheduling time to improve the SOP performance,
where the Monte-Carlo simulation method is used to
verify the developed mathematical framework.

Keywords

Energy harvesting; eavesdropper; secure outage
probability; performance analysis.

1. Introduction

Over the past few years, wireless communication-
based systems have significantly expanded beyond cel-
lular services to encompass a wide range of inte-
grated Internet-of-Things (IoT) applications, including
smart homes, smart cities, smart healthcare services,
learning-integrated networks, and the metaverse [1].
The rise of these services and applications introduces
new security challenges in sharing sensitive information
between IoT entities [2]. Consequently, developing ef-
fective security methods to protect communication over
the air interface is becoming increasingly difficult. Be-
sides traditional methods such as cryptography or au-
thentication [2], implementing physical layer security
(PLS) methods such as random signalling or coding
is also important to confuse the adversary. Moreover,
PLS can be further enhanced by cooperation models,
where relay nodes not only act as cooperative relay-
ing nodes but also jammers to confuse the eavesdrop-
per by cooperatively generating artificial noise. Due to
its benefits, research on PLS has attracted the atten-
tion of many scientists again in recent years, for exam-
ple, cognitive radio [3,4], cooperative relaying systems
[5, 6], wireless sensor network [7, 8], device-to-device
communication [9], multi-hop communication [10], de-
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tecting the presence of fiber optic splitter-based eaves-
dropping [11], non-orthogonal multiple access (NOMA)
with untrusted near-users [12,13], unmanned aerial ve-
hicle communications [14], and short-packet communi-
cation [15,16].

On the other hand, the issue of energy consump-
tion is also considered one of the ultimate concerns
in IoT networking developments besides those of spec-
trum utilization [17–20], where IoT devices do not al-
ways guarantee a strong power budget. To tackle the
energy scarcity issue in low-power nodes, an alternative
energy source is needed to compensate for the energy
demand in case of battery exhaustion. A common so-
lution is to employ energy harvesting (EH) techniques,
where energy from ambient sources like solar or wind
is scavenged and converted into electricity to recharge
IoT devices’ batteries. However, the energy output
from these sources can be insufficient due to irregular
and spatial variations and uncontrolled characteristics,
questioning new efficient mechanisms. This is when
direct radio-frequency (RF) EH technologies become
an effective alternative to facilitating energy issues for
low-cost IoT devices. Instead of harvesting from sur-
rounding unstable environments, RF-EH technologies
suggest reusing the availability of the RF signals to pro-
long the lifetime for less-battery devices by two dom-
inant technologies [21]: wireless powered communica-
tion network (WPCN) and simultaneous wireless in-
formation and power transfer (SWIPT). Compared to
WPCN which relies on deployments of dedicated power
stations–the so-called power beacon, WPCN refers to
using the same RF signal of source information to
charge energy for limited-energy devices. These mod-
els lay a solid foundation for the development of green
technology shortly of 5G and future 6G wireless net-
works, where there is a wealth of discussion in the liter-
ature regarding the aspects of wirelessly powered issues
in recent years. For example, Nguyen et al discussed
the potential of RF-EH technologies in two-way relay-
ing protocols for transceiver impairments [22, 23], dis-
tinct relay selection strategies [24,25], cooperative user
selection [26], and his research group also introduced a
new mechanism of self-energy recycling [27]. Tin et al
analyzed the upper bound ergodic capacity and sym-
bol error probability (SEP) of two-way networks based
on SWIPT-time-switching (TS) protocols [28]. Hoang
et al provided useful guidelines on optimizing the TS
protocols in full duplex multiple-input multiple-output
systems to maximize the system throughput [29]. Van
Nguyen et al investigated the impact of hardware im-
pairment on the outage performance of NOMA users in
the context of ambient backscatter-based systems [30].

To the best of the authors’ knowledge, research on
the performance of wirelessly powered communication
systems has widely focused on single-power beacon de-
ployments in the literature [21], while those of PLS

aspects with multiple-power beacons have not been
touched yet. This motivates us to conduct this re-
search by providing a rigorous mathematical analysis
framework for evaluating security performance. The
main contributions of the paper include two-folds as
follows:

• This work has developed exact and asymptotic
mathematical frameworks for evaluating the se-
crecy outage probability (SOP), where the efficacy
of the developed frameworks has been verified via
the Monte-Carlo simulation method.

• Through numerical results, this work has demon-
strated that: i) increasing secure rate gives rise
to the SOP performance, making the legitimate
transmission more leaked to the eavesdropper; ii)
there exists an optimal region where optimizing
the time splitting coefficient can minimize the SOP
performance; iii) enhancing the quality of energy
harvesting circuit design can improve the SOP
performance; and iv) deploying the number of
power beacon can only significantly enhance the
SOP performance with 6 elements.

The remaining structure of the paper is organized as
follows. Section 2. describes the system model and
communication protocols. Section 3. provides guide-
lines on how to evaluate the secure performance and
numerical resulting discussions. Section 4. concludes
the paper with key new system design findings.

2. System Models &
Communication Protocol

Let us study a wirelessly empowered communication
system in Fig. 1, composed of N -dedicated power bea-
con nodes P, an information source S, a destination
D, and an eavesdropper E. In terms of system setup,
all nodes are assumed to be equipped with single an-
tenna deployments and the communication channels
hV, with V ∈ {PS, SD, SE}, of links P → S, S → D,
and S → E are experience to static Rayleigh block fad-
ing. This means that hV remain constant during one
transmission block and changes independently across
different ones. Under this assumption, the squared
amplitudes of the channel gains |hV|2 are exponen-
tial random variables (RVs) whose cumulative distribu-
tion function (CDF) and probability density function
(PDF) have the following forms, respectively, as

F|hV|2 = 1− exp (−ΩVx) ,

f|hV|2 = ∂F|hV|2/∂x = ΩV exp (−ΩVx) ,∀x ≥ 0, (1)

where ΩV is the mean of channel gain |hV|2, i.e., ΩV =
E{|hV|2}. To take path-loss into account, ΩV can be
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Fig. 1: Illustration of the considered system.

modeled by ΩV = (dV)
θ, where dV is the distance of

links V while θ is the pathloss coefficient.

In terms of transmission, the system goes through
two consecutive stages.

2.1. Energy Harvesting Phase

Initially, S exploits the period time αT of duration T
to harvest energy from the power signals emitted by N
power beacon, where α ∈ (0, 1) refers to the time split-
ting coefficient and its harvested energy is expressed
as

ES = ηαTPP

N∑
n=1

|hn
PS|2, (2)

where η is the energy conversion efficiency and PP is the
average transmit power of P. Thus, the transmit power
that S uses to serve communication can be derived as

PS =
ES

(1− α)T
=

ηαT

(1− α)T
PP

N∑
n=1

|hn
PS|2

= κPP

N∑
n=1

|hn
PS|2, κ ≜

ηα

(1− α)
. (3)

2.2. Data Transmission Phase

In this phase, S transmits symbol s to D with trans-
mission power PS such that E{|s|2} = 1, where E{·} is
the expectation operator. However, due to broadcast
wireless nature, not only D but also E receive the trans-
mitted symbol s from S, and their received signals can
be written accordingly as

yD =
√

PSxhSD + nD, yE =
√
PSxhSE + nE, (4)

where nD, nE ∼ CN (0, N0) are the additive white Gaus-
sian noise with zero-mean and variance N0 at D,E.

From the above signal observation, the received
signal-to-noise ratio (SNR) at D and E for decoding
symbol s can be calculated respectively as

γD =
PS

N0
|hSD|2 = κ

PP

N0

N∑
n=1

|hn
PS|2|hSD|2 = ΨκXY, (5)

γE =
PS

N0
|hSE|2 = κ

PP

N0

N∑
n=1

|hn
PS|2|hSE|2 = ΨκXZ. (6)

where Ψ = PS/N0 is the average transmit SNR, X ≜∑N
n=1 |hn

PS|2, Y = |hSD|2, and Z = |hSE|2. Note that
since X can be expressed by summation of N indepen-
dent and identical exponential random variables, the
PDF of X is given by [5]

fX(x) =
ΩN

PS

(N − 1)!
xN−1 exp (−ΩPSx) ,

ΩPS = Ωn
PS, ∀n = 1, 2, · · · , N. (7)

On the foundation of the formulated SNRs above,
we next move on evaluating the system’s secure per-
formance in the next section.

3. Performance Measurements
& Results Discussions

In this section, we will evaluate the system’s secure
performance by first guiding how to measure the SOP
metric in closed-form expressions and then providing
numerical results based on Monte-Carlo simulation to
verify the developed mathematical framework.

3.1. Performance Measurements

In the literature on physical layer security, such as [5],
the researchers are interested in the possibility of con-
veying confidential messages at a positive rate, termed
secrecy rate, between a source and a legitimate desti-
nation while keeping an eavesdropper ignorant if the
source-destination channel is better than the relay-
eavesdropper channel. In addition, the larger the dif-
ference in the channel strengths between the two chan-
nels, the higher the achieved secrecy rate. This secrecy
rate is defined as

Csec = max (CD − CE, 0) , (8)

where CD = (1 − α) log2(1 + γD) and CE = (1 −
α) log2(1+γE) are the achievable data rate at the desti-
nation and the eavesdropper, respectively. The secrecy
outage event is said to occur when the secrecy capacity
Csec falls below a target secrecy rate Cth. Therefore,
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the SOP of the considered system can be given by

SOP = Pr
(
Csec < Cth

)
= Pr

(
1 + γD

1 + γE
< Ψth

)
, Ψth ≜ 2Cth/(1−α). (9)

From (9), we can formulate the system SOP by the
following theorem.

Theorem 1. Exact closed-form SOP expressions for
the considered system can be given as

SOP = 1− 2ΩSE (ΩPSΩSDγ̂th/[κΨ])
N/2

(N − 1)!(ΩSDΨth +ΩSE)

×KN

(
2
√
ΩPSΩSDγ̂th/[κΨ]

)
, (10)

where γ̂th ≜ Ψth − 1 while KN (·) is the modified
Bessel function of the second kind and N -th order (See
Eq. (8.432.1) in Ref. [31]).

Proof. Substituting ΨD and ΨE into (9), we claim that

SOP = Pr

(
1 + ΨκXY

1 + ΨκXZ
< Ψth

)
(11)

= Pr (ΨκXY < γ̂th +ΨthΨκXZ)

=

∫ ∞

0

Pr (ΨκxY < γ̂th +ΨthΨκxZ)︸ ︷︷ ︸
Φ

fX(x)dx,

where Φ can be derived as

Φ = Pr

(
Y <

γ̂th +ΨthΨκxZ

Ψκx

)
=

∫ ∞

0

FY

(
γ̂th +ΨthΨκxz

Ψκx

)
fZ(z)dz

= ΩSE exp

(
−ΩSDγ̂th

Ψκx

)∫ ∞

0

exp (−zΩSDΨth)

× exp (−zΩSE) dz

=
ΩSE

ΩSDΨth +ΩSE
exp

(
−ΩSD

γ̂th
Ψκx

)
. (12)

Next, injecting (12) into (11), the SOP in (11) is re-
formulated as

SOP =

∫ ∞

0

ΩSE

ΩSDΨth +ΩSE
exp

(
−ΩSD

γ̂th
Ψκx

)
fX(x)dx

=
ΩSE

(N − 1)!(ΩSDΨth +ΩSE)

∫ ∞

0

exp

(
−ΩSDγ̂th

Ψκx

)
× ΩN

PSx
N−1 exp (−ΩPSx) dx. (13)

Using Eq. (3.471.9) in Ref. [31], we can obtain the final
SOP formula in (10).

Theorem 1 shows that the system SOP can be effi-
ciently expressed in a unique function that covers all
the main system parameters and this function can be

readily programmed with common software tools like
Matlab, Mathematica, or Maple.

Next, to provide more insights into system designs,
we turn to explore the system SOP behavior at high
SNR regime. In detail, by setting Ψ → ∞, we can
approximate the SOP result in (9) as follows:

S̃OP = Pr

(
γD

γE
< Ψth

)
= Pr

(
Y

Z
< Ψth

)
=

∫ ∞

0

FY (Ψthz) fZ(z)dz

= ΩSE

∫ ∞

0

exp(−z[ΩSDΨth +ΩSE])

= 1− ΩSE/(ΩSDΨth +ΩSE). (14)

The result in (14) states that the SOP trend does not
depend on the transmit power, instead of dominating
by three factors ΩSE, ΩSD, and Ψth when the transmit
power of P becomes large enough. Moreover, since the
SOP result in (14) is a simple function, it is particu-
larly useful in designing the system performance. For
example, if the system requires the SOP expectation
SOP⋆, the required rate should be

SOP ≤ SOP⋆ ⇒ SOP⋆ ≤ 1− ΩSE/(ΩSDΨth +ΩSE)

⇒ Ψth ≤ 1− ΩSE − SOP⋆ΩSE

SOP⋆ΩSD

Cth ≤ (1− α) log2

(
1− ΩSE − SOP⋆ΩSE

SOP⋆ΩSD

)
, (15)

where ΩSE and ΩSD can be efficiently computed by tak-
ing an average of channel gains, i.e., ΩSE = E{|hSE|2}
and ΩSD = E{|hSD|2}. Furthermore, since Ψth is pro-
portional to Cth and α, we can rely on (14) to deduce
that increasing Cth and α results in an increase in the
SOP performance.

3.2. Results Discussions

To verify the above-developed mathematical frame-
work, we next present some numerical results based
on the Monte-Carlo Simulation method [32]. Specifi-
cally, for the sake of presentation, we list some fixed
parameters used through the following figures as fol-
lows: N = 4, ΩPS = 2, ΩSD = 4, ΩSE = 8, T = 1
(second), η = 0.8, α = 0.5, Cth = 0.1, and N = 4, and
the number of Monte-Carlo sample is 103.

Fig. 2 plots the system SOP performance as a func-
tion of SNR Ψ in dB and α using the developed
expressions in (10) for the theory results and (14)
for the asymptotic ones. As we can observe from
Fig. 2(a), our developed mathematical frameworks are
excellently matched with the simulation results. Be-
sides, we can see that the SOP curves tend to first
reduce with an increase of Ψ and then become satu-
rated at high SNR and well aligns with the asymptotic
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Fig. 2: SOP versus SNR Ψ in dB and α. a) α = 0.5 and b)
Ψ = 15 dB.

outcomes, which are almost true with our discussion
from (14). Especially, the figure also verifies the cor-
rectness of our prediction based on the result in (14)
that the higher the security rate the larger the SOP.
On the other hand, we can observe from Fig. 2(b) that
the SOP has a convex form, where it tends to reduce
and then increase. This means that there is an optimal
region at which α⋆ can minimize the SOP performance.

Fig. 3 plots the system SOP performance as a func-
tion of η and N . From Fig. 3(a), we can observe that
the SOP is improved significantly when S is equipped
with an enhanced energy harvesting circuit. This is
because S will have more chance to increase the trans-
mit power, thereby improving SOP performance. Sim-
ilarly, Fig. 3(b) also shows that the higher the number
of power beacons, the better the SOP performance.
However, we can recognize that the design of either
η > 0.6 or N > 6 does not contribute to significant
SOP improvement.
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Fig. 3: SOP versus η and N when the transmit SNR Ψ is 15
dB.

4. Conclusions

In this work, we developed mathematical frameworks
in terms of exact and asymptotic closed-form expres-
sions that allows us to efficiently evaluate the SOP
performance without performing any simulation. From
numerical results, we also found that there is a trade-off
between the energy harvesting and information trans-
mission phases, at which optimizing the time-splitting
coefficient could result in the SOP minimization. Ad-
ditionally, the configuration of the energy conversion
efficiency factor attained the best improvement region
from 0.1 to 0.6, while the remaining ranges are negligi-
ble to the practice implementations. Moreover, deploy-
ing the number of power beacons only benefits from 3
to 6 elements, while increasing more numbers does not
yield significant SOP improvement.

Although this work provided an accurate mathemat-
ical framework for performance evaluation, it still has
several empty rooms for future investigations, such as
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multi-antennas sources, non-linear energy harvesting
issues, channel imperfections, and hardware impair-
ments.
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